
GDPR and BMC Clubs 
 

Lawful basis for Processing Personal Data 
 

This article will explain how your club can ‘lawfully process personal data’ and show steps you 
can take to ensure that your club is GDPR compliant. 

 
GDPR relates to the protection of ‘personal data’ by organisations and entities [such as clubs and the BMC] 
that process such data.  ‘Personal data’ is any information relating to a natural (living) person that can be 
used to identify them.  Mountaineering clubs will typically hold personal data on each of their members 
including everything from simple contact information through to records of attendance at meets and 
training events, email newsletter mailing lists, booking out club kit, receipt of purchases of 
publications/guidebooks, etc.  The data is likely to have been gathered directly from the member but not 
always, and permissions for personal data previously gathered on an annual club affiliation /membership / 
renewal form may not cover what the club actually does with the information. 
 
The new rules regarding the collection, use and retention of this personal data represents a major change, 
especially when you consider that the rules will be applied across the board, for example there will be no 
distinction made between a voluntary sports club and a direct marketing company. 
 
 
Processing data 
‘Processing’ data is any operation or set of operations which is performed upon personal data or sets of 
personal data, whether or not by automated means, such as collection, recording, organisation, structuring, 
storage, adaption, alteration, retrieval, consultation, use, disclosure by transmission, dissemination, or 
otherwise making available, restriction, deletion or destruction. 
 
To comply with GDPR, clubs (and all other organisations) will have to meet six privacy principles.  These are: 

1. Personal data must be processed lawfully, fairly and in a transparent manner;  
2. Personal data must only be collected for “specified, explicit and legitimate purposes”;  
3. Data collected must be adequate, relevant and limited to what is necessary in relation to the 

purposes for which they are processed;  
4. Personal data must be accurate and where necessary kept up to date;  
5. Personal data that is no longer required should be deleted;  
6. Processors should ensure all personal data they hold is secure.  

[There is more detail on this list at the end of this document] 
 
For processing to be lawful under the GDPR, your club needs to identify a lawful basis before you can 
process personal data.  Once you have determined the lawful basis for processing personal data within your 
club you must document it. 
 
There are six lawful basis, namely  
Consent Contract Legal obligation Vital interests Public task Legitimate interests 
 
Some are more relevant to mountaineering clubs than others and full details can be found on the ICO 
website.  A summary of two of the lawful basis, which are most likely to be relevant – Consent and 
Legitimate Interest – are detailed below. 

_ _ _ _ _  

https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/key-definitions/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/lawful-bases-for-processing/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/lawful-bases-for-processing/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/lawful-bases-for-processing/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/lawful-bases-for-processing/


Consent 
One basis for the lawful processing of data is by gaining consent from your members for using their data. 
As the ICO states - “consent must be freely given, specific, informed and unambiguous.  There must be a 
positive opt-in – consent cannot be inferred from silence, pre-ticked boxes or inactivity.” 
 
Consent can be obtained to use or process personal data - pre-ticked boxes on a form or inactivity in 
response do not constitute consent.  All consent requests must be prominent, non-ambiguous and not form 
part of general terms and conditions.  Crucially, the concept of ‘implied consent’ will no longer exist. 
 
Withdrawal: You will need to have simple ways for people to withdraw consent as members are entitled to 
revoke (withdraw) their consent at any time they wish. 
 
Purpose: Data must only be used for the purposes for which the member has given consent.  Data on 
members cannot be used for activities such as marketing, unless the club has obtained specific consent for 
this.  If you are collecting consent for the purpose of marketing to members, such as promoting the opening 
of a new outdoor shop in the local area, it must be separate from other terms and conditions about club 
membership. 
 
Consent doesn't last forever, and this time factor depends on the circumstance and context in which 
consent was obtained.  If the circumstances have changed or the context is no longer relevant, then an 
individual may no longer wish, nor expect, to receive further communications from you.  For example, in 
the case of annual memberships, it would be okay to email members about an approaching renewal 
window.  But it may not be okay to email them the following year if they failed to renew the previous year.  
Equally, if they at any point expressed a desire to unsubscribe from your emails then you should not send 
them any more emails. 
 
 
Legitimate Interest 
Legitimate Interest is likely to be most appropriate where you use people’s data in ways they would 
reasonably expect [such as being a member of a club] and which has a minimal privacy impact [i.e. you only 
use the data for contacting the member about their annual renewal, the club meets programme, the club 
AGM, passing data to the BMC for membership administration]. 
 
You must balance the interests of your club against the interests of your members.  If your members would 
not reasonably expect the processing of their data their interests are likely to override the clubs legitimate 
interests. [i.e. if you start contacting them about other activities such as a promotion at a climbing wall, or 
you circulate their details in a members contact list]. 
 
To use legitimate interest the processing of your members’ data must be necessary, but if you can 
reasonably achieve the same result in another, less intrusive, way then legitimate interest will not apply.   
 
A Legitimate Interests Assessment (LIA) needs to be completed before relying on this basis for processing 
data, and a record needs to be kept to help you to demonstrate compliance.  You must also include details 
of your legitimate interests in your privacy notice. 

 

_ _ _ _ _  

https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/lawful-basis-for-processing/legitimate-interests/
http://www.thebmc.co.uk/gdpr-mountaineering-clubs


Other considerations 
There are other points to consider when you review the way your club processes personal data. 

• The ‘right to be forgotten’ means that members can request for their data to be deleted.  This 
process should be an easy process for members.  It will no longer be enough for the club to just to 
supress those records. 

• Members have the right of access to the personal data held about them, via a ‘Subject Access 
Request’ 

•  ‘Data portability’ gives members the right to transfer their data.  Clubs will need to be able to 
provide the data in a structured and commonly used electronic format (such as MS Excel or Word); 

• Written compliance plans are needed to demonstrate that the club has appropriate controls and 
procedures in place to process and keep personal data in compliance with the GDPR.  This could be 
via a data protection policy. 

• Providing data to third parties (such as storing data on an external ‘cloud’ storage system) 
 
 
Sensitive Data [Special Categories of Personal Data] 
If your club gathers ‘sensitive’ data (such as religious or political belief, ethnicity, health information) then 
greater caution is needed to ensure that you are processing the data lawfully.  If you are relying on consent 
to process the data then explicit consent is required for this category.  If you wish to process this category 
of data then check out the ICO website for further information relating to your situation. 
 
 
Processing Personal Data about U18’s 
Additional care is needed if your club holds data on under 18 year olds.  Consent to process personal data 
for under 13’s has to be gained from parents, whereas for young people who are over that age the consent 
is to be gained from the individual themselves. 
 
 
Using External Organisations 
If you use an external organisation to process data, such as for emails or webhosting, then additional 
requirements need to be considered to safeguard your members’ data. 
 
 
Emergency Contact Details [ICE] 
Many clubs gather details from their members about who to contact in case of emergency, and this is often 
the name and contact details of a partner, parent, sibling, offspring or close friend.  This data may be 
collected via a membership / renewal form and is only to be used if contact needs to be made with 
someone close to the member following an incident while participating in a club activity. 
This type of data is a necessity for the nature of mountaineering activities.  For clubs that hold emergency 
contact details they will still need to ensure that data is held securely, is accurate (i.e. regularly updated), 
states where the data is held, and how members can access it in an emergency.  This processing of this type 
of data will form part of a data protection or privacy policy. 
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https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/right-of-access/
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https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/lawful-basis-for-processing/special-category-data/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/applications/children/


Actions to consider 
1. When a member joins your club or renews their membership you must tell them what you will be 

using their data for.  This is also relevant for those joining as an aspirant or prospective member. 
2. Obtain confirmation (consent) from your members that the club can use their data if you chose 

consent as the most appropriate lawful basis to use. For example, you can ask members to tick a 
box on a form on your website or on a paper form.  This can be done when new members join and 
at the time of renewal for existing members.  This consent will need to be specific. 

3. Ensure procedures are in place for retaining records that evidence consent or legitimate interest 
as you may be required to prove that you have it.  In the absence of consent or legitimate interest, 
the club will need to stop the relevant processing activity and delete the data which is considered 
non-compliant. 

4. Put processes in place to manage the personal data held on members to ensure it is only used for 
the purposes for which consent has been obtained and/or for which legitimate interest covers. 

5. Consent may be withdrawn by a member at any time and the club must have a robust system to 
manage that. 

6. Consider producing a privacy notice or privacy policy for your club and ensure that it is 
transparent, provides information about data retention periods and the right to complain to the 
Information Commissioner’s Office. [There will be a template available from the BMC in March]. 

7. Review the personal data the club holds on members (and non-members) and the measures in 
place to ensure the data is processed and held securely, and is kept up to date (accurate).  
Consider who has access to the data or who it is shared with.  Consider whether data should be 
encrypted and assess the systems and procedures in place for monitoring data and its usage.  Such 
systems should be tested, reviewed and updated on a regular basis to ensure they are as failsafe as 
possible. 

8. Consider systems to allow you to regularly update consent that you need on data you process. 
Consent should be updated at least annually for most circumstances. 

9. Ensure all club officers and volunteers involved in data handling are aware of their responsibilities 
by establishing clear policies, encouraging a culture of accountability and introducing regular 
training and updates. 

 
 
Over the coming months there will be regular updates and guidance about how to become GDPR 
compliant.  Check out www.thebmc.co.uk/gdpr-mountaineering-clubs for the links to other articles 
 

GDPR arrives on 25th May 2018 – Be ready! 
 
This document has been written for the committee of a mountaineering, walking or climbing club to use 
while reviewing the way that their club processes data within their club to ensure compliance with GDPR.  It 
is based on information available at the time of writing.  There are several topics where the Information 
Commissioners Office still has to provide full guidance, therefore additional information may be made 
available to clubs in the future. 
This guidance is provided by the BMC to assist clubs and does not constitute legal advice. 
  



APPENDIX 
Six Privacy Principles 
Personal data shall be: 

(a) processed lawfully, fairly and in a transparent manner in relation to individuals (‘lawfulness, fairness 
and transparency’) 

(b) collected for specified, explicit and legitimate purposes and not further processed in a manner that is 
incompatible with those purposes; further processing for archiving purposes in the public interest, 
scientific or historical research purposes or statistical purposes shall, not be considered to be 
incompatible with the initial purposes (‘purpose limitation’) 

(c) adequate, relevant and limited to what is necessary in relation to the purposes for which they are 
processed (‘data minimisation’) 

(d) accurate and, where necessary, kept up to date; every reasonable step must be taken to ensure that 
personal data that are inaccurate, having regard to the purposes for which they are processed, are 
erased or rectified without delay (‘accuracy’) 

(e) kept in a form which permits identification of data subjects for no longer than is necessary for the 
purposes for which the personal data are processed; personal data may be stored for longer periods 
insofar as the personal data will be processed solely for archiving purposes in the public interest, 
scientific or historical research purposes or statistical purposes in accordance with Article 89(1) subject 
to implementation of the appropriate technical and organisational measures required by this Regulation 
in order to safeguard the rights and freedoms of the data subject (‘storage limitation’) 

(f) processed in a manner that ensures appropriate security of the personal data, including protection 
against unauthorised or unlawful processing and against accidental loss, destruction or damage, using 
appropriate technical or organisational measures (‘integrity and confidentiality’) 


